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(67) A ayalem and method for tranaportlng uaer-re- 
8tnct9d data from a gateway device to a handheld view- 
ing device la provided. The gateway device Included an 
intomnatlon translator, content titters, and storage. The 
Infomnetlon translator delh^ers content from an Infomna- 
tlon database coupled to the gateway to the handheld 
viewing device. A viewing component of the handheld 



device receives all possible data from tha gateway de- 
vice that the handheld device Ifi capable of viewing. The 
user of the handheld device la then able to manually se- 
lect certain portions of data through a user interface. 
Onoe the selection is complete, a series of oomments 
are returned to the gateway device from the handheld 
device so that a subsequent viewing conreeponds only 
to that Infonnation selected by the user 
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Description 

BACKGROUND 

1. Field of the Invention 

[0001 ] The present Invention relates to a system and 
method that provide remote control over Information 
S9nt to a viewing device. The system and method pro- 
vide control over the content or quantity of Information 
sent to the viewing device, in panicular, the Information 
may be an Internet or Intranet world-wide web (WWW) 
page, with Hypertext Markup Language (HTML), Hand- 
held Device Markup Language (HDMU), Wireless 
Markup Language (WML)» or Java content. The remote 
viewing device may be a handheld, laptop, or paimtDp 
device with a limited viewing space for the information 
being received, and preferably oonnecta to the Intemet 
over a relatively low-bandwidth wireless radio network. 

2. DQaerlptlon of the Relatad Art 

[0002] lyplcaliy, handheld or palmtop devices have 
very limited viewing surfaces, limited memory available, 
slower processing speeds, and limited user inputs In 
comparison to large desktop computer systems. These 
devices may also communicate over a bandwidth-limit- 
ed data network, such as a wirelass packet data net- 
work, a cellular network using a digital packet data pro- 
tocol, or they may use a limited speed modem to down- 
load at speeds between 9800 and 26K bits per second 
(bps). For these reasons It Is desirable to limit the data 
these devices receh/a over the network or through the 
modem, particularly when receh^lng large data files, 
such as web pages that may Include tesct, graphics, an- 
imations, multimediafiles, orotherinteractiveeiements. 
[0003] A known method for limiting data transfer to 
such a viewing device Involves restricting the transmittal 
of graphic information. By providing a specific configu- 
ration setting available on most internet brows ers, a us- 
er can specify that only text Infonnation is fetched by the 
browser. The graphical portions of the web page are left 
behind. This method Is Indiscriminate, however, and 
leaves the user with little useful control^ simply an on or 
off switch for changing the type of infonnation viewed. 
In many cases there ana pieces of text that are not de- 
sired In the Infonnation stream, and pieces of graphics 
that are desired in the infomiation stream, but the user 
has no control over this situation, 
[0004] A second known method, which is used more 
commonly in a wireless environment, Involves new 
standards for controlling the content being delivered to 
the handheld viewing device. One such new standard 
Is HDML, which was Intended to replace the universally 
accepted HTML fomiat for delivering content to hand- 
held viewers. This approach has some industry backing, 
but fails to allow users access to all Internet and Intranet 
Infomnotlon. 



[OOOs] Another known method for solving the wireless 
Intemet content problem is to "spoof the Inter-network 
Protocol (IP) and Transmission Control Protocol (TCP) 
so that they partially work over the wireless link. This 
9 "spoofing" method, however, often leads to a failure of 
both the protocols and the device to display all the In- 
formation. 

[0006] Alternatively, several attempts have been 
made at using a wireless proxy to eliminate using both 
TCP and IP over the wireless network. A wireless proxy 
Is a computer that tennlnates a TCP/IP connection on 
one end and a wireless connection on the other end. 
The most common use of a proxy is as a TCP/IP "fire- 
wall." which is used In most companies' networks today. 
This proxy method removes the TCP/IP protocol from 
running over the wireless network, but leaves the actual 
data transferred untouched. This type of proxy has lim- 
ited ability to further limit the higher-level information be- 
ing sent to the user, and in particular the bandwidth 
heavy graphics and multimedia flies embedded in most 
web pages. 

[0007] Still another known method for limiting Infor- 
mation sent to a portable viewlngdevlceisto have users 
pre-define the infomnation sites they intend to access 
using their portable viewing device, in this method, a usr 
er must pick, ahead of time, every site to be accessed 
and must select the Infonnation to be transferred when 
connecting with the wireless viewer. The selection Is 
typically done on a large desktop computer system, 
where visibility, nrtemory, CPU speed and keyboard Input 
are not restricted. The challenge for the user, however, 
is to have foreknowledge of every site to be accessed. 
This method thus fails short of offering the user a gen- 
eral-purpose browser for a wlreiess device, In which the 
user maintains dynamic control over what infomiation Is 
transmitted to the wireless devices. 

SUMMARY OF THE INVENTION 

[0006] A system and method for transporting user-re- 
stricted data from a gateway device to a handheld view 
ing device Is provided. The gateway device Inoiudes an 
information translator, content filters and storage. The 
Information translator delivers content to the gateway 
device from an information database coupled to the 
gateway via e network. A viewing component of the 
handheld device receives from the gateway device all 
possible data that the handheld device is capable of 
viewing. The userls able to manually select certain por- 
tions of data through a user interface in the handheld 
device, the selected portions oornespondlng to informa- 
tion that the user does not want to view during a subse- 
quent retrieval of the same data, Once the selection is 
complete, a series of command Instructions are re- 
turned to the gateway device from the handheld device 
so that a subsequent viewing con'esponds only to that 
information that was not selected by the user. Alterna- 
tively, the usercould select onlythat portion of data that 
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the user wantft to view during a subsequent d&wnload. 
Inthis latter situation, th9 command instmction transmit- 
ted to the gateway ^Yould Inetruct the geiteway to filter 
all information except for the selected data. 
[0009] The invention provides oontrol over viewed 
content or Information from any database. This control 
Is based on oommands stored In the gateway device. 
The commands limit the quantity of Intonnation sent to 
tho handheld davica. This functionality Is accompllfihad 
by first establishing a set of Information (or content) that 
Is going to be restricted by the user. Then, the handheld 
device performs an editing function to restrict the infor- 
mation receh/ed. This editing process causes a set of 
commands to be passed back to the gateway device to 
restrict eubsequent or future retrievals of the same In- 
formation. The gateway device identifies the subse- 
quent information request and performs the necessary 
filtering In order to restrict the Infonnatlon sent to the 
handheld device. 

[0010] As will be appreciated, the Invention Is oepable 
of other and different ennbodimanta, and its several de- 
tails are capable of modifications In various respects, ail 
without tiepartj ng from the spirit of the invention . Accord- 
ingly, the drawings and description of the pref en-ed em- 
bodiment are to be regarded as illustrative In nature and 
not restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[001 1 ] The present Invention will be apparent to those 
skilled In the art in view of the accompanying drawings, 
where: 

FIG. 1 is a biocl< diagram of the components In the 
gateway and handheld device in a preferred em- 
bodiment of the present invention: 
Pia. 2 Is e more detailed block diagram of the com- 
ponents In the gateway and handheld device of FIG. 
1; 

FIQ. 3 is a flow diagram of a dynamic filtering proc- 
ess according to a preferred embodiment of the 
present Invention; 

FIQ. 4 shows a graphical user Interface (GUI) dis- 
play on the handheld device of FIG. 1 during a first 
and second stage of the restricting process accord- 
ing to a preferred embodiment of the present Inven- 
tion; 

FIG. 5 is a flow diagram that illustrates the method 
performed by the handheld device according to a 
prefennsd embodiment of the present invention: and 
FIG. 6 Is a flow diagram that illustrates the method 
performed by the gateway device according to a 
preferred embodiment of the present invention. 

DESCRIPTION OF A PREFERRED EMBODIMENT 

[0012] FIQ. 1 shows a system 1 0 according to a first 
embodiment of the present Invention. TTils system 10 



Includes a database or Infonnatlon source 12 coupled 
to a control device 14. The intonnation source 12 could 
be an Intemet site, an Intranet site, a database engine, 
or even a local system. The control device 1 4 in the pne- 

9 ferred embodiment Is a gateway host device. The gate- 
way device 14 Includes en Infomiation translator 16 and 
a content fitter and storage area 1 8. A networl( connec- 
tion 20 couples the gateway device 1 4 to a user Interface 
and viewing device 22, preferably a wireless handheld 

fo Viewing device. Tho handheld viewing device 22 in- 
cludes an Infonrtatlon decoder and presentation com- 
ponent 24. and an information viewer and user interface 
26. The network 20 is preferably a wireless packet data 
networki such as Mobitex™ or DataTAC™. which has 

19 limited bandwidth capabilities, although It could be many 
other types of networks. 

[0013] In a preferred embodiment, the handheld de- 
vice is a BlaokBenyTM or an Inter ©otive™ Pager man- 
ufactured by Research In Motion Limited. However, the 
so present Invention may be Incorporated Into other hand- 
held devlcBS or wiraiaBB transceivers, such as two-way 
paging computers, personal digital assistants C'PDAs"), 
portable electronic messaging devices, celiuer phones, 
or handheld e-mail clients. Further. In the pretended em- 
bodlment, the gateway device 1 4 and handheld device 
22 may be implemented utilizing either a software-pro- 
grammable digital signal processor (DSP) or a program- 
mable logic device. 

[001 4] In this system 1 0. the information source 1 2 Is 

^ a repository of the information that the user of the hand- 
held device desires to access for display. An Information 
translator 16, such as a proxy server, Is used as a gate- 
way to accept a connection from the networic 20. and in 
turn to make a connection to the Information source 12 

39 10 retrieve the Infonnatlon desired. Preferably, the con- 
nection between the information translator 16 and the 
information source Is a TCP/IP connection and the In- 
formation source is a web server oontaining a plurality 
of web pages. As Is known In the art, a proxy accepts a 

^ connection from a device and opens another connection 
on behalf of the device to allow the device to communi- 
cate with other devices or systems Indirectly. To assist 
the Information translator 16 In Its task of getting Infor- 
mation and preparing it for transmission to the handheld 

49 device 22, a co niant filter and storage area 1 B Is provkj* 
ed. which Is coupled to the Infonmatlon translator 1 6. The 
content filter and storage area 16 can be located on the 
same machine as the Information translator 19. in an- 
other location across a local area network (l^), or 

so even In a node cluster of fault tolerant storage device. 
[0016] Communication across the network connec- 
tion 20 (a facilitated on the handheld device 22 by the 
information decoder and presentation device 24. This 
device 24 converts requests from the user Into signals 

99 that are transmitted across the network connection 20 
and understood by the gateway device 1 4. The Informa- 
tion decoder component of the device 24 also uses a 
control channel to the gateway 14 for facilitating the ex- 
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Change of spdcial requests, such &s the Informfitlon re- 
striction ccmmanci$. e» described in more detail below. 
The presentation component of the device 24 prepares 
the inforniBtlan for display to the user, and interprets 
apeoial formatting oommanda within the data atream for 
the Infonnatlon viewer and user Interface 2d. The infor- 
mation viewer and user Interface 26 le directly acceaaed 
by the user, end accepts l<eystrokea and screen move- 
mant commands during tha Infomiation raquest phaaa 
and the Inromnatlon reception phase. 
[0016] Amoredetalled view of the gateway device 14 
and handheld device 22 Is shown in FIQ. 2, The infor- 
mation translator 16 Is coupled to, and communlcatea 
with the target web site and other information sources 
database 12' through a Hypertext Transfer Protocol 
(HTTP) fetch and cache component 16A. The target 
web Bites and other information sources database 12' 
can be a range of computers, computer systems, and 
networks. For example, the Information can be stored 
in local databases, on an Intranet, or on the internet. 
The information translator 1 6 further includas afiltarand 
transformation engine 1 6B, a compresalon and encryp- 
tion support module 1 6C and a wireless transport layer 
16D. If the information is not compressed anchor en- 
crypted, then the compreaaton and encryption support 
module 16C may be omitted. A wireless delivery meth- 
ods module 30 le coupled to the wireless transport layer 

16D. 

[0017] As seen in PIG. 2, a wireless network 20* cou- 
ples the wireless delivery methods module 30 In the 
gateway device 14 to a handheld radio code and wire- 
less support module 32 In the handheld device 22. This 
handheld radio coda and wlreiasB support module 32 la 
coupled to the Infornnatton decoder and presentation de- 
vice 24 through a wireleaa tranapcn layer Z4A. The In- 
fonnatlon decoder and presentation device 24 further 
Includes a compression and encryption support module 
24B and a byte-oode Interpreter and decoder 24C. if the 
Infomnatlon is not compressed and/or encrypted, then 
the comprasBlon and encryptian support module 24B 
may be omitted. An editor and browser screen support 
module 28A In the Information viewer end user Interface 
26 Is coupled to the byte-code Interpreter and decoder 
24C. Additional components of the Information viewer 
and user interface 26 include a user input and keytioard 
support module 26B. 

[0018] The information translator 1 B may Include an 
HTTP fetch and cache component 1 6A, which is stand- 
ard in the Intemet Industry, in other implementations, 
this machine 16 could include an Application Program- 
ming Interface (API) method for accessing local data- 
base files, directory LAH Information and corporate da- 
ta, or could include other methods of retrieving informa- 
tion. The filter and transfonrtatlon engine 1 6B operatlve- 
ly perfonms a filtering process and Information fetch and 
restilct method, described hereinafter with reference to 
FIQa. 3 and 5-6. This engine 16B allows the handheld 
devtca 22 to dynamically update a plurality of Infomna- 



tlon niters to match the user's requirements for the trans- 
mitted information. The compression and encryption 
support module 18C is provided to allow for oompres- 
aion and encryption on the data before it is given to the 

9 wineieaa transport layer 16D. This oompreasion and en- 
cryption support module ISC may optionally be omined 
from the Infonmatlon translator 16. The wireless trans- 
port layer 16D is required to deliver the filtered (and 
comprasaad and/or ancryptad) Informatbn to the usar. 

10 The transport layer 1 6D also ensures that multiple pack- 
ets are sent and received securely without damage or 
loss of the information. 

[0019] The wireless delivery methods module 30 in 
the gateway device 14 and the corresponding handheld 
f3 radio code and wireless eupport module 32 in tha hand- 
held device 22 (on eitherendof the wireless connection) 
provide the protocol information for the network packet 
formats and delivery methods of the particular wireless 
network 20'. 

M [0020] In the handheld device 22, the wireless trans- 
port layer 24A matches tha wiralasa transport layer 1 BD 
on thegateway device 1 4. Both transport layers 24A and 
16D must be present tor end-to-end reliable deliveiy of 
information. When compression and encryption are 

^ used, the compression and encryption support module 
246 in the handheld device 22 matches up with the gate- 
way devlcee' oompreasion and encryption support com- 
ponant 1 6C. The byte-cods intBrpretsr and decoder 24C 
operates to undo all the filtering and encoding pre- 

^ formed on the Information by the gateway device 14. 
Once this component 24C has processed the infonna- 
tlon, the infonnation can be passed up for display and 
user interaction in tha InfonTiation viewer and user Inter- 
face 26. 

39 [0021] When Infomnatlon an'tvea at the Infomiatlon 
viewer and user interface 26. it is received by the editor 
and browser screen support module 26A. The editor and 
browser screen support module 26A processes the In- 
formation so that It is presentable to the user In a vlew- 

^ able and readabla form. This component 26A includes 
a user Interface API for screen manipulation, special for- 
matting, highlighting, Inverse video, and all other capa- 
bilities of the handheld device 22 that might be useful 
when displaying a targe quantity of infonnation in a read- 

45 able form. The user input and keyboard support module 
26B to provided for the user to Input eommanda to ma- 
nipulate the data or Information. 
[0022] Turning now to FIQ. 3, a filter engine process 
90 according to a prsfemed embodiment of the present 

so invention is set forth. This prooessSO includes afetohing 
stage 90A, and first and second parte of a restricting 
stage 90B and 90C, rBspectivaiy In this pracess 90, in- 
formation requests (A) (see also step 306 in FiG. 5) flow 
Into the gateway device 1 4 during the fetching stage 90A 

M at step 1 00. At this stage 90A the gateway device 1 4 Is 
simply acting as a traditional proxy machine and Is tak- 
ing tho request and finding the con^ information 
source 12 that can futflli the request from step 1 00. 
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[0023] The requested Information Is received at the 
gateway 14 from the information source 12 and flows 
Into the f IfBt part of the restricting etage 90B at step 1 04. 
In this part of the restricting stage 90B, the gateway de- 
vice 14 perfonne general filtering, followed by a dynamic 
restrfctlon step using the user's pre-established filters. 
Aft shown In step 104 there oould be HTML content. 
Java content, pictures, graphics, animation and other 
data typas received In the data straam from ths infor- 
mation source 12. During this Initial restricting stage 
SOB, advanced HTML commands are stripped at step 
100 to fonn a data stream of filtered HTML and Java 
content 1 oa. Then, at step 11 o, any Java commands are 
removed to form a data stream of filtered IHTML infor- 
mation 112. 

[0024] The restricting stage 9 OB further comprises the 
step of applying a user-specific filter 114 with filtering 
commands (C) (see also step 410 In FIG. 6) to further 
fllterthe data stream 112. In this step 11 4. the restricting 
stage 90B checks the filter storage area 1 24 for a user- 
dafinad f I iter to apply to tha data atream 112. If such a 
user-defined filter Is found, then It Is applied to the fil- 
tered HTML-only data stream 11 z to forni a user-filtered 
content data stream 116. This data stream 119 is then 
sent to the byte-code converter 24C at step .118 for 
translation into a format compatible with wireless deliv- 
ery. 

[0029] When a user recaiveB a naw piece of informa- 
tion and wants to limit what is viewed, the second part 
of restricting stage 90C occurs. Keeping In mind that no 
restricting of Information Is performed the first time that 
the data passes through the system, once the user per- 
fonns the restricting steps (203-214 In PIG. 4, and 
310-324 In FIG. 5) on the handheld device, restricting 
commands (B) are sent to the gateway device 14 for 
identification at step 120. The commands (C) (see also 
steps 426 and 428 In FIG. 6} to restrict or un-restrlct con- 
tent are provided to the file storage component 1 B at 
step 122 for iong-tenn storage on a disic and/or memory 
124. These commands (C) are later retrieved during 
step 114 and applied in the first part of the restricting 
stage OOB, when the user subsequently requests this 
Infomnatlon. 

[0026] FIG. 4 shows the sequential graphical user In- 
terlace (QUI) views during the process 90. There are 
two Stages shown In FIG. 4, a first atage 200A In which 
the Infomnatlon Is retrieved, and a second stage 200B, 
in which the infonnation is restricted. During the first 
stage 200A, the Infomnatlon is retrieved by the user 
through the e-mail Interface as shown in 202. In this 
screen, a Wnk to the infonnation is shown in bold within 
ths context of other information. The user then selects 
to follow the link as shown in 204. This causes a request 
to be sent to the gateway devloe 14. The screen 206 Is 
then displayed to Indicate a request Is pending, since it 
could take seconds or minutes to get the Information 
ovor the network. 

[0027] Once the Information has been received, It Is 



displayed In an Infonnation browser-like forniat 208. At 
anytime the user can setectthe menu and pick the 'Start 
Marking" menu Item, as seen In 21 0, and begin theaeo- 
ond stage 200B - the informatiGn restriction stage. Dur- 

9 ing the restriction stage 200B, the user positions a 
moveable cursor across the Infonnation to be restricted, 
such as line of text, or a partk^ular graphic, as seen In 
21 2. Ad the cursor Is dragged across the text, it changes 
tha appearancB of tha information so that tha user can 

10 visually Identify the information selected for restriction, 
Once a delete key, or some other command key Is 
pressed, the information is restricted from the current 
view, as seen In 214. The user then continues to scan 
the receh^ed data to determine whether other informa- 
Hon should be similarly restricted. Once the user exits 
this screen 214, or selects a menu to close this screen, 
a series of restriction commands associated with the re- 
stricted Information are sent to the gateway devloe 14. 
These restriction commands are used by the gateway 

20 to determine whether or not to subsequently send cer- 
tain Information eismanta of tha requaatad Information. 
[0028] During the viewing of the screens 202-214 In 
FIG. 4, the basic e-mall presents the Universal Re- 
source Locator (URL) link as bold faced characters, as 

^ seen In 202. When the cursor Is positioned on any char- 
acter of the URL link, the enter key can be used as a hot 
keyforlumpingtothellnk. Otherwise, If the user presses 
a roller wheel (or Bome other selection mechanism) of 
the handheU device, while on any URL link, a new de- 

^ fault item appears as seen In 204. In the case where the 
user Is positioned on a URL link, the command "Follow 
the Link" is the default, as seen In 204. This is similar to 
attachment procasaing when tha user Is positioned on 
an attachment and the "Open Attachment" menu option 

as Is the default. To Identify the URL link, the e-mail aerver 
scans all message bodies and looks for HTTP or WWW 
Identtflera with other special characters such aaV/", T, 
and 

[0029] The fetching screen 206 appears when the in- 

40 terface is invoked from the mesaage view, or when the 
user selects the "Follow the Link" menu option in 204. 
in this case the program has requested the URL and Is 
welting for It to be returned. If the user Is fetching a ran- 
dom URL, then the program prompts for the URL name 

^ before issuing the fetch. Once lnfonnat»n arrives into 
the browser, a notification tone Is played following a user 
configured setting. This setting Is different from the mes- 
sage list so the user can detenmlne if e-mail or Internet 
traffic has anived. 

^ [0030] in a normal viewing mode of the message the 
user Is simply nnoving the cursor across the displayed 
information as if viewing an e-mail message. Full link 
names are not shown, only small ind»atorstomakethe 
Information more readable. Invoking the menu 21 0 pro- 

99 vides the option of marking the Information to be restrict- 
ed In future fetched ofthe Infonnation. The user can also 
follow a link, if the cursor is on a link, or expand or shrink 
link names for neadabiilty. 
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[0031] When In the restricting stage the restrict' 
ing commands used by the handheld device 22 to filter 
content uee the original section identifier sent by the In- 
fomiBtiQn translator 16. In the creation of the original 
text, each aectlon of the IHTML page, either each line or 
paragraph, la given a tag or a seotion identifier. 
[0032] When the u$er Is In the 'marking mode" 212. 
the marlced region jumps In sections boundaries, as de- 
fined by tha original section identifiara sent by the Infor- 
mation translator 16. In the marking mode, the user 
marks a section and presses thebacicspace l<ey or 'ALP 
Backspace Key to remove the Information. The user can 
also press the "Enter" key to delete the text or the back- 
space key since this is the default. After the user per* 
tonme these operations on the eectlona to be deleted, 
including any links, the user can select the menu and 
p»k the "Send nestrlotlons" menu item. This sends a 
command with the deleted "sections" to the Information 
translator 16 for restriction the next time this Infomiatlon 
page Is requested. At any time while viewing the Infor- 
mation on thg handheld device 22, the user can also 
select the "Unrestricted infomiatlon' menu item and re- 
move any restriction commands that might exist on the 
Infomnatlon translator 1 6. 

[0033] FIQ. 5 shows the preferred method 300 under 
which the handheld device 22 operates to provide the 
user with the ability to restrict infomiatlon received from 
the gateway 14. The method includes two stages: an 
infomnatlon request stage 300A and an Infomnation re- 
striction stage 300B. The user first decides whether or 
not to view information at step 302. In the preferred em- 
bodiment, this Infonnetlcn Is internet-based or Intranet- 
based information. The user enters a request, prefera- 
bly by entering a URL on the user Input and keyboard 
support module 26B, which is provided to the infomia- 
tion decoder 24C for preparation and formatting at step 
304 to the gateway device 14. Once the fonnattlng la 
complete, the request is transmitted to the gateway de- 
vice 14 at step 30d via the network connection -20/^0'. 
[0034] Some time later, the gateway device 14 trans- 
mits the infonnation at step 306 to the handheld device 
22. The infonnation ts decoded and presented to the us- 
er at step 310 by the Information decoder and presen- 
tation component 24. By using the user Interface 26, the 
user preferably scrolls through the Information search- 
ing for undeslred sections at step 31 2. The user can en- 
ter a scannlngtenninaclon sequence at step 314, which 
is either exiting the information screen or a menu choice. 
While viewing the information, the user can renwve In- 
fonnation from the screen at step 316 using deletion 
commands provided by the user interface and keyboard 
26. Each time a section of data is selected it Is tagged 
and labeled as having been removed at step 3 1 8. A cor- 
responding restrtotton oonnmand will subsequently be 
sent to the gateway device 14 (step 324) so that the 
tagged inforniatlon will be automatically removed from 
the same information if a sutisequent request occurs. 
[0035] Once the user has completed an Information 



scan and restriction In steps 314-316, the system then 
determines whetherthe userwantsto "un-restrict' some 
range of infonnation that was previously restricted at 
step 320. If so, then the information decoder 24 pre- 

9 pares the correct command sequence and sends it to 
the gateway device 1 4 at step 322 for execution. Other- 
wise, the user interface 26 determines If there are any 
restricting commands present at step 324. if so, then the 
commands are prepared and sent to the gateway device 

fo 14 at step 328. If not. then no action Is perfomied and 
hence no actions are sent to the gateway device 14 at 
step 326. 

[0036] FIQ. 6 Shows a preferred method 400 of oper- 
ation that the gateway device 1 4 performs to enable the 
user to dynamically restrbt Infonnation sentto the hand- 
held dBvk» 22. The method 400 includes two stagea: a 
fetching stage 400A and a restricting stage 400B, As 
originally described In PIG. 3, and shown again in FIG. 
5, Infonnation requests an^ive from the user at step 402 

20 end are given to the gateway device 1 4 for processing. 
Information requests are prapared and given to the In- 
formation source at step 404. In the preferred embodi- 
ment, this source is typically a web site and the TCP/IP 
protocol is used to transport the Infonrnatton. 

2B [0037] After this request for Information, the Informa- 
tion source 12/12' returns the infcnnatton at step 406 
over the intemet or Intranet to the gateway device 14 
that requested the information on behalf of the user of 
the handheld device 22. Once the infonnation has been 

5d received, the gateway device 1 4 checks to see if there 
is a user filter that matches the handheld device 22 and 
Information reference number URL at step 408. If a 
match Is found, then the user filter commands are ap- 
plied to the infonnation at step 41 0. which results in por- 

9s tlons of the Infonnation being deleted from the data 
stream. This Information is then sent to the handheld 
device 22 at step 410, with the selected Infbnnaitlon re- 
moved. If there are no user filters that match the infor- 
mation being given to this user, the information is sent 

^ along as is to the handheld device 22 at step 412. As 
shown in FIG. 3, other automatk^ filtering operations can 
also be performed on the information to remove band- 
width-intensive elements, such as graphics and anima- 
tions. 

45 [003B] Step 41 4 in FIQ. 6 seta forth the beginning of 
the restricting stage 4008. in which the gateway 14 re- 
ceives commands from the user that are used to affect 
user fitters. The first check in the gateway device 14 is 
to determine If the command Is for an unrestrictlon re- 

^ quest at step 41 6. if so. then the restriction commands 
are found and deleted from storage 18/124 or marked 
B8 temporarily inactive at step 416. if not, then the 8ye> 
tern checks to see if the command is a content restriction 
command list at step 420. If It Is not, then the system 

^ checks to see if the command Is some other command 
at step 422. if the command is a new content restriction 
command list at step 420, then the gateway device 14 
checks to see If there Is already a stored set of restriction 
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commands for this same Infomiatlon page at step 424. 
If there is not, then the command information is saved 
at step 426 In the infonmatlon storage area 1 8/124 for 
later retrieval when the user requests the same Informa- 
tion page. Otherwise, a merge of the previous com- 
mands and the new oommanda la perfonned at step 
428. and the resulting merged set of restriction com- 
mands are aaved In the storage area 18/124 for later 
retrieval whan the user requoats the sama Information 
page. 

[0039] The Invention has been described with refer- 
ence to preferred embodiments. Those skilled in the art 
will perceive Improvements, changes, and nnodlflca- 
tions. Such improvements, changes and modifications 
are Intended to be covered by the appended clalnne. 



Claims 

1 . A system comprising: 

a source of Information; 
a gateway device coupled to the source of In- 
formation and configured to control a flow of in- 
formation from the source of Information; and 
a handheld device coupled to the gateway de- 
vice for receiving the Infonnatlon, the handheld 
device configured to transrnit control signals to 
the gateway device so that the gateway device 
restricts the Information that la transmitted to 
the handheld device. 

2. The system of dalm 1 , wherein the gateway device 
comprises: 

an information translator coupled between the 
source of infonnatlon and the handheld device; 
and 

a fitter and memoiy coupled to the Infonnatlon 

translator. 

3. The system of claim 2, wherein the Information 
translator comprises: 

a Hyperteoct Transfer Protocol (HTTP) fetch and 
cache coupled to the source of Infonnatlon; 
a filter and transfomnatlon engine coupled to 
the HTTP fetch and cache: and 
a wireless transport layer coupled between the 
filter and transfonnation engine and the hand- 
held device. 

4. The system of claim 3, wherein the information 
translator further comprises a compression and en- 
cryption support module coupled between the filter 
and transfomnatlon engine and the wireless trans- 
port layer. 
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5. The system of claim 2, wherein the gateway device 
further comprises a wireless delivery methods com- 
ponent coupled between the Infonmatlon translator 
and the handheld device. 

3 

8. The system of dalm 1 , wherein the handheld device 
comprises: 

an information decoder and presentation com- 

10 ponent coupled to the gateway device; end 
an Infonnatlon viewer and user Interface cou- 
pled to the Information decoder and presenta- 
tion component. 

13 7. , The system of claim S, wherein the information de- 
coder and presentation component comprises: 

a wireless transport layer coupled to the gate- 
way device; and 
so a byte-code interpreter and decoder coupled 

between the wireless trartsport layer and the In- 
formation Viewer and user interface. 

B. The system of claim 7. wherein the information de- 
^ coder and presentation connponent further compris- 
es a compression and encryption support module 
coupled between the wireleaa transport layer and 
the byt»<:ad8 interpreter and decoder. 

^ 9. The system of claim 6, wherein the Information 
viewer and user interface comprises: 

an editor and browser screen support module 
coupled to the Information decoder and pres- 

39 entatlon component; and 

a user Input and keyboard support module cou- 
pled to the editor and browser screen support 
module. 

40 10. The system ofdaim 6, wherain the handheld device 

further comprises a handheld radio code end wire- 
less support module coupled between the Informa- 
tion decoder and presentation component and the 
gateway device. 

45 

1 1 . The system of dalm 1 , wherein the source of Infor- 
mation Is an Internet source. 

12. The system of dalm 1 , wherein the source of Infer- 
30 mation is an Intranet source. 

13. The system of dalm 1 , wherein the source of infor- 
mation is a database. 

^ 14. Thesystemofcialml, Wherein the gateway Is con- 
figured to dynamically restrict the Infonnatlon such 
that only user defined sections of the information 
are viewed on the handheld device, wherein the us- 
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er defined sections are based on the eontral signals 
from the handheld device. * 

15. A system for dynamically filtering user-defined sec- 
tlone or data, oompriaing: 

a database configured to store data; 
a control device configured to perfonn dynamic 
filtering of a user defined section of a data sat 
received from the database; and 
a user Interface and viewing device remotely 
coupled to the control device, the user interface 
and viewing device being configured to convert 
user input to filter signals and to transmit the 
filter signals to the control device so that the In- 
terface and viewing device subsequently dis- 
plays filtered data. 

16. The system of claim 15, wherein the database 
Btores te)(tual and graphical data, and wherein the 
control device Is configured to use the filter signal 
to dynamlcaily filter user defined sections of the tex- 
tual and graphical data. 

17. The system of dalm 16, wherein: 

the control device la a gateway device; 
the user interface and viewing device is a wire- 
less handheld viewing device; and 
the data Is Internet data. 

18. A method comprising the steps of: 

a) requesting data through a wireless device 
coupled to a hoat device; 

b) receiving the requested data at the host de- 
vice from an Infonmatlon source; 

0) filtering the received data using a predeter- 
mined set of f lltenBi 

d) filtering the received data using a dynamic 
filter based on user-defined criteria transmitted 
to the host device from the wireless device; 

e) transmitting the filtered data from the host 
device to the wireless device; and . 

f) displaying the filtered data an the wireless de- 
vice. 

19. The method according to daim 16, wherein step (d) 
Includes the steps of: 

d1) receiving data at the wireless device; 

d2) displaying the received data; 

dS) storing user input based on the displayed 

data; 

d4} converting the stored user Input Into the us- 
er-defined filler criteria; 
dS) transmittirig the user-defined filter criteria 
to the host device; and 



ds) storing the dynamic filtering criteria at the 
host device. 

20. A method of controlling viewed information ra- 
9 trieved from a database based on oommands 

stored In a gateway device to ilmit the quantity of 
Information sent to a handheld device comprising 
the steps of: 

f0 establishing a set of Information or content to 

be restricted by a user, 

performing an action in the handheld device to 
restrict the Information received based on a 
spedat editing command: 

19 passing a set of oommands to the gateway de- 

vice to rBstrict future retrievals of substantially 
identical infonnation as the set of information; 
identifying the substantially Identical Infonna- 
tion using the gateway device; and 

so perfomiing filtering when subsequent retrievals 

of the identical Information occurs. 

21. A method comprising the steps of: 

^ fetching Inform aition from an information 

source: 

restricting the fetched Information using fixed 

criteria; and 

restricting the fetched infonnation using dy 
M namlo user defined criteria. 

22. The method of claim 21 , wherein the fetching step 
comprissa the steps of: 

39 detemiining If the infomiatlon matches refer- 
ence Information conresponding to a predeter- 
mined filter, wherein: 

if the infonmation does not matoh the reference 
Infonnation all the Information Is sent to a user; 

40 and 

it the Information matches the reference infor- 
mation the predetermined filter commands ere 
applied to the infonnation such that the Infor- 
mation sent to the user Is user defined sections 
49 of the infonnalion. . 

23. The method of dalm 21, wherein the restricting 
stage comprises the steps of: 

so receiving commands from a user vie a user in- 

terface; 

determining if the command Is an unrestricted 
request, wherein: 

It the command Is an unrestricted request all 
93 previous restriction commands relating to de- 

sired Inf orniedon are deleted or marked as tem- 
porarily inactive; and 

If the command Is not an unrestricted raquest 



40 
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then determining If the command b another 
preddtoimlned type of command. 

24. Tha method of claim 23, wherein, if the command 

is not an unreetrioted request, performing the steps 9 
of: 

determining whether the predetennlned type ot 
command is a command restriction command 
llet, wherein: 

If the predetermined type of command Is a re- 
striction command list checl<lng for previously 
stored commands present for the user and the 
desired infonmation; and 
If the pradetemnined type of command is not a 
restriction command list checking for other 
commands from the user. 

25. A system for limiting data transmitted to a wireless 
handheld viewing device from a gateway device ^ 
comprising: 

means for delh/ering data from an Infonnatlon 
database coupled to the gateway device to the 
wireless handheld viewing device; 
means for receiving all possible data from the 
gateway device that the wireless handheld 
viewing device is capabla of displaying; 
means for manually selecting exact portions of 
data that are of Importance through a user In- ^ 
terface In the wireless handheld viewing de- 
vice, the means for selecting being configured 
such that once the salsctlon is complgto a sa- 
rles of Instructions are returned to the gateway 
device from the wireless handheld viewing de- 9s 
vice so that during a subsequent viewing the 
user sees only those pieces they are Interested 
in seeing. 

26. A system comprising: 40 

a source of Information signals; 
a viewing device configured to receive and pro- 
vide a display comespondlng to said Infonna- 
tion signals, said viawing device baing furthar 4§ 
configured to edit selected portions of said dis- 
play In response to user Input, and to generate 
editing control signals indicative of said user In- 
put; and 

a gateway device configured to respond to said so 
editing control signals by editing intomiatlon 
transmitted from said sou nee to said viewing de- 
vice in aooordanoe with said editing control sig- 
nals. 
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